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Interoperability Showcase

Presents
An

Advanced technology demonstration of Health and 
Human Services recognized privacy and access 
controls for the secure electronic exchange of 

healthcare  information.

RSA Conference April 2008
Multi‐vendor demonstration of 
OASIS XACML supporting HITSP 
TP20

London Conference Oct 2008 
Extensions to the RSA 
demonstration

HIMSS Apr 2009
End‐to‐end demonstration 
of  OASIS SAML/ XACML/ 
WS‐Trust supporting HITSP 
TP20/30

Booth 7750



Privacy—Security’s Point of Pain

• Privacy Traditionally not a Security concern‐Now it is
– Security administrators unfamiliar with Privacy 

– Privacy Coordinators unfamiliar Security systems

• Health Information Exchange “Opt in/Opt out”
– Too coarse 

– Patients want more options and control

• Privacy complicates, conflicts with traditional rules
– E.g. DURSA complicates data sharing for federal providers 

• HIPAA Privacy Rule‐Too complex for information systems?

• Managing and enforcing consumer consents for disclosure of data
– To what granularity?

– Impact of patient decisions on provision of care?



Status of Security and Privacy 

Where are We Now?
• Vendor security/privacy products are available

• HITSP Constructs are mature (DHHS Recognized)

• OASIS – HITSP demonstrations since April 2008

• NHIN demonstrations have been done

• Core Interoperability Standards/Profiles are 
there, others are in the pipeline



Interoperability – The Focus of HITSP
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Security and Privacy Demonstration  Overview:
Provision of Care



HITSP TP 20 Access Control Transaction Package describes a framework for cross-
enterprise authorization interoperability in healthcare data exchange. It provides the 
mechanism for security authorizations which control the enforcement of security 
policies, including access control and the execution of consent directives.

HITSP TP 30 Manage Consent Directives Transaction Package describes a 
framework for capturing, managing and communicating consumer privacy 
preferences and consent.

XSPA Profiles of OASIS standards describes a minimum set of subject and resource 
attributes necessary to support cross-enterprise access control decisions between 
two Healthcare organizations.

Security and Privacy Demonstration  Overview:
Foundations 
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Security and Privacy Demonstration  Overview:
Cross Enterprise Data Sharing

trust relationship

[SOA‐style security!]

XSPA SAML Profile / HITSP TP20 High-Level Interactions



Security and Privacy Demonstration  Overview:
Behind the Scenes

Relationship between subject and permissions to 
specific objects under POU



Security and Privacy Demonstration  Overview:
Shared Policies and Attributes
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Security and Privacy Demonstration  Overview:  

•Demonstrate the Enforcement of Patient Consent Directives
•Opt-In / Opt-Out
•Allowed Organizations
•Confidentiality Codes (Consent Directive Template)
•Deny Access based on Role and Purpose of Use
•Deny Access to Specific Providers
•Masked Results based on Role
•Masked Results for Specific Providers

•Demonstrate the Enforcement of Organizational Policies
•Limit access to specific organizations
•Limit access during specific hours of the day
•Require certain roles based on purpose of use and service 
requested
•Require certain permissions based on purpose of use and 
service requested

Use Cases



Security and Privacy Demonstration  Overview  

Service User

Select for Cross-domain
Request of clinical 
summary

Select to Perform
Cross-domain patient
discovery

Clinical Summary from Domain B

If access control decision is
DENY
User may assert Purpose of Use
as Emergency Treatment.

If DENIED message will appear here.



Service Provider – Patient Consent Directive

Limit Access by Role
Allows patient ability to DENY Access
Based on a users ASTM Role and Purpose of 
Use.

These are evaluated in the XACML policies as;
urn:oasis:names:tc:xspa:1.0:resource:patient:dissenting-role

Security and Privacy Demonstration  Overview:  



Service Provider – Patient Consent Directive

Deny Object Access by Provider
Allows the patient to DENY access to specific
Healthcare objects to specific Providers.

These are evaluated in the XACML policies as;
urn:oasis:names:tc:xspa:1.0:resource:patient:masked:”healthcareobject”:dissenting-subject-id

Security and Privacy Demonstration  Overview  



Service Provider – Vocabulary

Security and Privacy Demonstration  Overview  



Summary of Technical Features

• DHHS approved HITSP IS, standards, constructs (TP20/TP30)
• DHHS Security and Privacy Framework Compliant
• HIPAA Security and Privacy Compliant
• Extends Security and Privacy technologies for NHIN 
• Standard Clinical Roles (ASTM, ANSI, HL7)
• Standard Patient Consent Directives (HL7, IHE BPPC)
• Standard Web‐Service Protocols (OASIS SAML, XACML, WS‐Trust)
• Federation of authenticated identities (OASIS SAML, IHE XUA, C19)
• Standard Interoperability Profiles (OASIS XSPA, IHE)
• Implementation‐ready without change to legacy systems
• Polices managed centrally, enforced locally (ASTM, ISO PMI)
• Vendor supported solutions 

IS = Interface Specification
NHIN = Nationwide Health Information Network
PMI = Privilege Management Infrastructure

SAML=Security Assertion Markup Language
XACML= eXtensible Access Control Markup Language
C19 = HITSP Entity Identity Assertion Component



Ongoing Standards Work

• HL7 Standards
– Update to Roles (adding new vocabulary from SNOMED CT, 
LOINC, ICD‐10)

– Joint Security and Privacy Information Models

– Update to Consent Directives

• OASIS
– XSPA Profiles

– WS‐Federation

• Conformance Testing at the IHE Connectathon
ICD=International Classification of Diseases 
LOINC=Logical Observation Identifiers, Names, and Codes
SNOMED CT=Standard Nomenclature of Medical Diseases and Operations-Clinical Terms



Conclusion

Health and Human Services Security and Privacy 
Framework is realizable

We are Ready
• Vendor security/privacy products are available

• HITSP Constructs are mature (DHHS Accepted)

• OASIS – HITSP demonstrations since April 2008

• NHIN demonstrations have been done

• Interoperability Standards/Profiles are there



Participants

Jericho Systems Corporation

Red Hat

Sun Microsystems

U.S. Department of Defense

U.S. Department of Veterans Affairs

Booth 7750

Working to Meet the Privacy Needs of the Nation Today

Booth 7750
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